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Introduction

Secure group communications: establish a
symmetricgroup key

Contributory. every participant has an equal
contribution to the resulting key

Implicit key authenticationevery protocol party
IS assured that no outsider can learn the key

Typical approach: agree on a generatogvery
participant chooses a random exponent as the
contribution to the key (a la Diffie-Hellman)
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Burmester and Desmedt 1994

Each membem; selects a random exponent
and broadcastg = ¢"

Each membem,; computes and broadcasts

T = (2iy1/zi-1)"

Each member computes the session key
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Group Diftie-Hellman Key EX-
change Protocol

Steiner, Tsudik, and Waidner 1996

Three protocols, of which GDH.2 is used e.g.
Cliques

Rounds 1 to n-1: Memberm, selects a random
exponent; and sends

{gtreridlril g € [1,4]}, g™ = Ci tomya.
Round n: m,, selects a random, and broadcas
{glr-m)/mili € [1,n]} = C,
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Authenticated Group Ditfie-
Hellman Key Exchange

All members need to share a separate key wit
mn

Rounds 1 to n-1: Memberm, selects a random
exponent; and sends
(gl € [Ll}.g" " = Gy tomiay.
m,, Selects a random, and broadcasts
1 Tn . Z 6 [1’ n[}

ritn g
{g
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Perelira’'s and Quisquater's At-
tack, part 1

We call exponentiation of a value byr;-service

In a group of size 3, providesr;-service,ms
providesrsy-service, andns provides
rs/13-Service ands K o3-Service.

Suppose there is a protocol run going on betw
mi, Mg, @andms, and a second protocol run
between the intruden;, m-, andmes
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Perelira’'s and Quisquater's At-
tack, part 2

Intruder takes a random valyé and uses the
services provided by; to get back values
gyT§K13 andgyT§K23

Intruder will then use the,-service In thdirst
protocol run to gey?"3%1s exponentiated to
g¥rsKsm2 which the intruder can further
exponentiate with‘(l‘?)1 to get the valugvs™

intruder then uses the valy#:%2s to replace the
value sent byns to ms In the first protocol run.

mo Will now exponentiate this td<,;'r,
believing this Is the group key
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Dutta & Barua

Each membem; selects a random exponent
and a random key;, calculates; = ¢ and

broadcasts; = &,,,(2;)

Each membem,; decryptsz;_; andz;; and
computesk’” = H(z*,) = H(g" ") and

K =H(z,) = H(g""+). Then fori € [1,n]
m; broadcastg’,, (k;|| K" & K/*), andm,
broadcasts’), (k, & K1)

Each member decrypts the messages and
computes the session key = H (k1| ... ||kn).
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Attack against Dutta & Barua

An attacker plays the role @f; with honest uset
Uy andUQ.

He receives = &£,,(z1) andz; = &,,(22) and
resends the first of these as his own contributi
to the key, l.ez; = 27

Now m is computing the value&? = H(g*1%2)
and K3t = H(g*»*3) = H(g*+*?) and broadcasts
Epw(ko| | Ky ® K') = £, (k»||0")

attacker can now do an offline dictionary attac

find a password that will decrypt the message
nonce andk zeroes
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Abdalla etal 1

Each membem,; selects a random noncéé and
broadcast$m;, N;). The session is defined as

S =mq||Ny|| ... ||mu|| NG| ... ||mn||N,. EQch

member has a symmetric kéy= H(S, 7, pw),

selects a random exponenj calculates; = g"
and broadcastg = & (z;).

Each membem,; decryptsz;_; andz;; and
computes and broadcasts= (z;11/z;-1)"
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Abdalla et al 2

Each member computes the secret
K;=z""2"" .. x;,, o and broadcasts his ke
confirmationAuth; = Auth(S, {27, x;};, K;,1).

After receiving and checking each key
confirmation, each player computes the sessi

key sk; = G(S5,{z}, z;, Auth;};, K;)
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Authentication with Auxiliary
Channels

Wong and Stajano 2006

Modified version of the Cliques Initial Key
Agreement protocol (GDH.2)

Assumes auxiliary channels that have the
property ofdata-origin authenticity
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GDH.2 with Auxiliary Chan-
nels, rounds 1 ton — 1 (partl)
m; chooses a random nonég and one-time ke\
K;, computes / AC; = M ACk,(1;|1;+1|C;| R;)
wherel; and/;,; are identifiers and’; Is the

same value as in GDH.2, and serfdsM AC; to
m;.1 using “normal” open channel

m;1 responds with an ack message using
pushbutton channel

m; sendsk; to m;; using visual channel
m; sendsk; to m;.; using open channel

m;1 verfles MAC and sends the outcome ove
the pushbutton channel
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GDH.2 with Auxiliary Chan-
nels, rounds 1 ton — 1 (part2)

m,, sendsC;,|M AC,, to all m;s using the open
channel

all m;s respond with an ack message using
pushbutton channel

m,, sendsk,, to all m;s using visual channel
m,, sendsk,, to all m;s using open channel

all m;s verify the MAC and send the outcome
over the pushbutton channel
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Summary
Burmester-Desmedt and GDH popular startin
points for authenticated extended versions

Several approaches are based on pre-shared
or passwords, some of them have been prove
broken

Auxiliary channels can make authenticated ke
agreement simpler
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